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Introduction

Single Event Effects

“Darling” of the research world, in both academy and industry

Real threat to the safety & reliability of microelectronic devices

Working Environments

Natural: Space, Aeronautic, Ground

Artificial: nuclear plants, atomic explosions

Single Event Effects Analysis

Predict device behavior in a specified working environment

Highlights the failures/errors/faults induced by energetic particles

Tools and Techniques

Hardware/Testing: particle beams (neutron, heavy ions, alpha particles), laser, 
hardware fault injection

Software/Prediction: device, circuit & system simulators, numerical methods, 

Challenges: very wide spectrum of activities



24/03/2009 D:\Dan\Thesis\Defense\Presentation.odp page 4 4Single Event Effects Analysis – ESA Workshop 2010

SEEs – A challenging aspect of System Reliability

Raw Cell SER Circuit SER SystemSER User SER
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� Single Event Effects (SEEs) - A threat to all the re liability metrics

� Data Integrity

� Availability

� Maintainability

� Managing SER aspects – an industry-wide topic

� Inter-company collaboration – materials suppliers, foundries, IP & chips 
providers, system integrators, etc

� Intra-company collaboration – system architect, reliability engineer, 
hardware designer, software engineer
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SEEs – A challenging aspect of System Reliability

Thus: A progressive shift of focus and responsibili ties:

Field 
Problems

Board/System

Component

Tech Vehicles

Process

Cell

ASIC

Process/Cell

Design-level

System-level

Observation Testing & Qualification Prediction Planning  & 
Mitigation

� Reliability is a very important metric in the commercial act

� Providing a reliable system: a system integrator responsibility

� SER requirements trickle down the supply chain:

System integrator -> component supplier -> technology supplier
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Who’s Who in the Industrial SER Field

� 1st Tier: System integrators – the firsts to feel the pa in

� Post-mortem radiation testing to confirm field problems

� Preventive testing to select technology providers

�

� 2nd Tier: Chip providers

� Qualify existing technology to meet system integrity requirements

� Pre-mass production SER analysis on prototypes and test chips

�

� 3rd Tier: Foundries

� Test chips to answer their customers needs

� SER characterisation to improve process reliability
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Overall Goals of SEE Analysis

� SEE Characterisation, Qualification and Documentati on

� Motivation: backup any reliability claims, support customer

� Requires: accurate, applicative SER data for process/library/design/system

� Tools:

� Hardware testing is (was?) a must

� Increasing interest for software-based SER prediction/estimation

� SEE Mitigation and Improvement

� Motivation: input requirements, commercial edge

� Requires: accurate SER data, efficient & affordable mitigation methods

� Tools:

� Process, library improvements

� Reliable, resilient design & system architectures
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SEE Analysis: a support for reliable circuit design

� Under-design is dangerous

� Field problems => Bad karma with customers

� Undetected/silent data corruption

� Critical equipment failures requires maintenance/on-site support or unneeded 
diagnostics

� Over-design is expensive

� Increased development costs

� Area/Power overhead, Performance reduction

� In some extreme cases: circuit manufacture not possible when fully protected

� SER knowledge is applied best early in the design p hase

� SER cost is exponential vs phase of compliance

� SER early strategy saves big with analysis, optimization and test

Efficient SE Mitigation requires accurate SEE analy sis!
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A Systematic Methodology for SER Analysis

Raw Cell SER Circuit SER System SER User SER
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� Methodology:

� Breakdown the full SER analysis flow 
to stand-alone tasks, tackled by 
appropriate tools (or engineers)�

� Tasks to be performed as early as 
possible in the design flow

� Based on: gained experience & 
support tools, then Standard 
Methodology

� Use Standardized SER Data

� Benefits:

� Standard, unified approach

� Common SER metrics

� Centralized SE expertise made 
available to “normal” user

� Growing database of library/process 
characterisation data

� Early SER analysis during the design 
flow

� Encourages “best practice” scenarios
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IOLTS 2008:  “Systematical Method of Quantifying SEU FIT”, S. Wen, D. Alexandrescu
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SER Analysis @ Process & Library Levels

Nuclear Physics

Neutrons
@ sea level Si 25Mg+�

28Al+p

24Mg+n+�

Ions

Si

Transistor Transient pulse

Charge collection

e-

e-

e-

Electrons

Packaging

Impurities
� e-
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SER Analysis @ Process & Library Levels

Characterisation Data:

Memory Cells (Single Event Upsets/Soft Errors) :

{ FIT/Mb , SBU/MCU/MBU/SEFI/SEL}

Sequential Cells(Single Event Upsets) : FIT/MC

Combinational Cells(Single Event Transients):

{ FIT/MC, SET Pulse Width} for different set-ups

Sources:

– Provided by the founder

– Hardware Fault Injection (Radiation Testing)

• Dedicated test chips

– Software Fault Analysis (Simulation Tools)

• Generic: TiSSiEN-Device, Sentaurus, GEANT4

• Dedicated: TFIT, DASIE, MRED

• Approach: inject fault in device, analyse device behaviour, extend results
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Single Event Effects in Logic Cells

Single Event Transient

MPU1

MPD1

C

IN OUT
“0” “1”
“1” “0”

MPD1 is sensitive if IN = “0”
MPU1 is sensitive if IN = “1”

Single Event Upset

A particle-induced transient may:
• affect the master/slave in a FF

(Single Event Upset)
• change the value stored in a memory cell

(Soft Error)

Approach: 
• Elaborate transient current model: analytical, Qcrit, tool-provided
• Perform transient fault simulation using SPICE, mixed-mode tools
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SEEs @ Process/Library – TFIT Flow Example

Nuclear
Physics

Experience

Silicon
Validation

TCAD
Simulations

Soft
Error
Model

Neutrons

Silicon

25Mg+�

28Al+p

24Mg+n+�

Ions
DrainSource

Transistor Transient pulse

e-

e-

e-

Electrons

Process  Information

TEST DB

(TFIT is a trademark of iRoC Technologies)

RADECS 2006: H. Belhaddad, R. Perez, M. Nicolaidis, R. Gaillard, M. Derbey, F. Benistant, "Circuit Simulations of SEU and SET 
Disruptions by Means of an Empirical Model Built Thanks to a Set of 3D Mixed-Mode Device Simulation Responses"
SISPAD 2009: K. Tanaka, H. Nakamura, T. Uemura, K. Takeuchi, T. Fukuda, S. Kumashiro, "Study on Influence of Device Structure 
Dimensions and Profiles on Charge Collection Current Causing SET Pulse Leading to Soft Errors in Logic Circuits"
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TFIT Flow Example (continued)

� Environment :

� Heavy Ions

� Neutrons: Interaction with silicon, oxygen

� Alpha particles

� Transport Equations

� Single Event Effect Model

� Process-specific Database

� Calibrated through TCAD 

� SPICE Simulations (Transient Current Injections)�

Usefull silicon area (doping+metal layers)

v(t)�i(t)�
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TFIT Flow Example: Results

Deliverables:

� Fault Cell Response

� SRAM SERSEU: SBU/MCU

� SRAM Error Mitigation Efficiency

� Sequential SERSEU: State dependence, Master/Slave Contribution

� Combinational SERSET

SET Statistics: PW, Frequency

Cell State/Load Influence
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SER Analysis @ Circuit/System/Application Levels

Functional FailureSingle Event Fault

Single Event Transient

Single Event Upset
Single Event Latchup, 

SEGR, SEB

Soft Error

Soft Error in Logic

SBU, MBU in memory

Abstraction Level Increases => Sophisticated SEE Analysis

Device Complexity Increases => Innovative Test Methodology 

TCAM
Test chips

Standard 
memories: SRAM, 
DRAM, FLASH, 

etc

FPGAs:
SRAM, FLASH, 
Fuse-based, etc

CPUs, ASICs Boards Devices
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System-level SER Analysis: a much wider audience

A top-down approach (system architect’s):
� Overall System Reliability:  f(uptime?, fault-secure?, data integrity?)

� Per-Component Reliability Targets: a % of System DPM

� Per-Component SER Targets: f(component reliability)

� SER Planning & Budgeting: establish coherent overall strategy

� SER Dissemination: Propagate SER objectives & recommendations

A bottom up approach (designer’s):
� Mitigation Strategy: Intrinsic resilience vs. error detection/correction

� Reliability Analysis: Recovery time (downtime) / event

� Qualitative Analysis: Soft Errors / Data Errors vs. Single Event Functional 
Interrupts (SEFI) / Functional Failures vs. Undetected

� Quantitative Analysis:  Intrinsic (Raw) Sensitivity x Derating

DPM = ��� � Event Error Rate i x Recovery Time i

Common SER Knowledge Platform
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SER De-rating

Single Event Fault

Single Event Transient

Single Event Upset

Soft Error

Soft Error in Logic

SEU in memory = Soft Error

Functional Failure

Single Event Fault ��� � Soft Error (In-clock-cycle propagation)�
Logic De-rating: logic propagation from the output of the affected cell to the 
inputs of a sequential cell or memory
Temporal De-rating: an estimation of the opportunity window

Soft Error � Functional Failure (many clock cycles propagation)�
Functional De-rating: High-Level (many cycles) propagation of the fault through 
the circuit, wrt workload, error mitigation, etc

IEEE TNS (December 2009), 56 (6, 1), pg. 3551-3555:  A. L. Silburt, A. Evans, I. Perryman, S. Wen, D. 
Alexandrescu, “Design for Soft Error Resiliency in Internet Core Routers”
SELSE 2010: Hillel Chapman, Evelyn Landman, Ayelet Margalit-Ilovich, Yi-Pin Fang, Anthony S. Oates, 
Dan Alexandrescu and Olivier Lauzeral, “A Multi-Partner Soft Error Rate Analysis of an InfiniBand Host 
Channel Adapter”
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In-Clock-Cycle De-rating: Fault to Error

� SET/SEU effects are strongly correlated to actual c ircuit 
implementation

� Preferred Analysis Method: Event-driven simulation tools using

� Gate-Level Netlist circuits

� Accurate delay information 

� Actual workload/testcase

� Some drawbacks: 

Set-up complexity, simulation time

� How to overcome difficulties:

� SEE-specific tools

� Probabilistic methods

� Combinational SET analysis based on analytical methods
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In-Clock-Cycle De-rating: Logic De-rating

� Goal: How many faults propagate through the logic network 
of the circuit up to the next latching elements

Methodology

� Difficulty : SET SER highly dependent on circuit 
implementation:
� Requires actual gate-level netlist
� Additional timing information could be useful

� Method:
� Fast static probabilistic tool (a few mins for very large 

ASICs)
� Fault injection and simulation tool

� Results:
� Logic derating per cell instance
� Synthetic logic derating per block/design
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Temporal De-rating - SETSingle Event Transients:

� Must arrive on the input of the storage element during an 
opportunity window (-Tsetup, +Thold)�

� f(Pulse Width, Clock Period, Tsetup, Thold)�

In-Clock-Cycle De-rating: SET Temporal De-rating

CLK

D

Q

No fault 

Memorised Fault

D

Q

D

Q

Early fault – no memorisation

Methodology

� Premise : combinational cells contribution is 
minimal, don’t spend too much effort on this

� Difficulty : SET SER highly dependent on circuit 
implementation:

� Requires actual gate-level netlist

� Method:
� Fast static probabilistic tools

� Results:
� Temporal derating per cell instance
� Synthetic temporal derating per block/design
� Ex: de-rated SER is reduced to 20%~50% of 

Raw SET SER
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Temporal De-rating - SET

In-Clock-Cycle De-rating: SEU Temporal De-rating

Single Event Upsets:

� Must arrive in the affected sequential element early enough in the clock period

� f(Path Slack, Clock Period, Tsetup, Thold)�

Methodology

� Premise : SEE apparition is random, however the cells have limited sensitivity 
(opportunity) windows

� Difficulty : TDR highly dependent on circuit implementation:

� Requires actual timing-complete design

� Method:
� Sequential SEU: TDR analysis tools using static time analysis tools

� Results:
� TDR per cell instance
� Synthetic TDRper block/design
� Raw SET TDR is reduced to 10%
� Raw SEU TDR is reduced to 50%



24/03/2009 D:\Dan\Thesis\Defense\Presentation.odp page 23 23Single Event Effects Analysis – ESA Workshop 2010

Functional De-rating: Standard Cells

� Goal: Evaluate Logic SEE to Functional Failure probability

Methodology

� Pre-analyse circuit

� Match RTL and Netlist Flip-Flops

� Build error list: exhaustive, then optimized

� Prepare simulations

� Perform simulation campaign
� Use Design-Validation Environment

� Inject, simulate & analyse errors 

� Classify failure criticality & effects

� Analyse results
� Correlate results from all SER analysis stages
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Functional De-rating: Memory Blocks

� Goal: Evaluate Mem. SEE to Functional Failure probability

Methodology

� Application de-rating:

� R/W access profile, Usage factor

� SE lifetime, SE criticality

� One single golden simulation provides all data we need

� Multiple Bit/Cell Upset analysis from Memory SER DB

� Effects of error mitigation (ECC) if available

� A fault-simulation campaign for specific memory instances 
is also possible

� Memory FDR analysis is performed for the RTL design => 
match with actual netlist memory instances
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What We Can Do With High SEU FIT

Planning is essential

(No over/under design!)�

1. Set SER target using System Reliability target

SER = f(System DPM/Availability)�

2. Break-down SER in classes (buckets)�

(Apparition Frequency, Recovery Time)�

3. Set SER target per class

(Ex: SERSBU=10000, SERMBU=10, SERSEL=0!)�

4. Let engineer deal with the new SER specification
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Break-down SER 

Breakdown SER figures (Error Rates) 
by recovery time (aka. Impact) into 

buckets (4 is suggested) 

DPM = ��� � Error Rate i x Recovery Time i

LowLowMediumHighAllowed SER

>100s1s – 100s0.1s - 1s0 - 0.1sRecovery 
Time

UnrecoverableHighMediumLowBucket
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Test Case: A High-Availability System

Availability % Downtime per year Downtime per month* Do wntime per week

90% 36.5 days 72 hours 16.8 hours

95% 18.25 days 36 hours 8.4 hours

98% 7.30 days 14.4 hours 3.36 hours

99% 3.65 days 7.20 hours 1.68 hours

99.5% 1.83 days 3.60 hours 50.4 minutes

99.8% 17.52 hours 86.23 minutes 20.16 minutes

99.9% ("three nines") 8.76 hours 43.2 minutes 10.1 minutes

99.95% 4.38 hours 21.56 minutes 5.04 minutes

99.99% ("four nines") 52.6 minutes 4.32 minutes 1.01 minutes

99.999% ("five nines") 5.26 minutes 25.9 seconds 6.05 seconds

99.9999% ("six nines") 31.5 seconds 2.59 seconds 0.605 seconds
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Test Case (Cont’d)
� Core Internet Router: dispatches data packets according 

to their address

� A “five nines” system: 5.26 mins/year downtime

� Soft Error constraints: 10x more stringent = ~33 secs

SER Assessment & Handling Algorithm

I. Characterise technology SER

II. Build System Bill of Materials (BOM)

III. Enumerate Failure Classes and Criticality/Downtime

IV. Compute System SER

V. Propose Error Mitigation if required, then go to IV.

VI. Describe hardware & software SE recommendations
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II. System BOM
Block Feature Size Remarks

CPU.PACKET.ADDR Sequential cells 1 000 000

Combinational Cells 5 000 000

CPU.PACKET.DATA Sequential cells 100 000   

Combinational Cells 500 000   

CPU.CTRL Sequential cells 250 000   Watchdog (1s)

Combinational Cells 1 000 000

CPU.L1 SRAM 327 680   Parity bit

CPU.L2 SRAM 2 097 152   ECC

SystemRAM SRAM 67 108 864   ECC

SystemROM FLASH 33 554 432   CRC

IOInterface Sequential cells 2 000 000

Combinational Cells 10 000 000

Buffer DPSRAM 67 108 864   
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III. Failure Classes

Error Block Downtime Resolution Criticality

Packet Data 
Error

Buffers 1us Re-send
package

Low

Packet 
Address Error

Buffers 1ms Protocol action Low

Routing error CPU 10ms Re-compute
packet 
address

Medium

CPU stops 
responding

CPU 1s WD + 5s 
reset

Watchdog 
reset

High

Firmware 
Corrupted

SystemROM > 1h Reload 
Firmware

High

Memory Error SystemRAM 10ms Scrub memory Medium

Unspecified 
Error 
Interruption

All 5s reset worst 
case

Reset High
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Initial SER Assessment

Block Raw SER TDR LDR FDR Protected MBU % SER Downtime

CPU.PACKET.ADDR 800 40% 80% 90% No 220 0,219726563

100 10% 40% 80% No 15 0,015258789

CPU.PACKET.DATA 800 40% 80% 90% No 22 2,19727E-05

100 10% 40% 80% No 2 1,52588E-06

CPU.CTRL 800 90% 70% 90% No 108 54,07333374

100 10% 40% 80% No 3 0,305175781

CPU.L1 800 100% 100% 100% Parity 250 0,25

CPU.L2 600 100% 100% 80% ECC 3% 24 0,000024

SystemRAM 1000 100% 100% 25% ECC 1% 160 0,00016

SystemROM 1 100% 100% 50% CRC 0 0,0576

IOInterface 300 80% 80% 20% No 73 0,007324219

50 5% 40% 80% No 8 0,000762939

Buffer 1000 100% 100% 25% No 16000 160

Total 16885 214,93 secSER NOK
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Error Mitigation Strategy

� Identify critical blocks:
•Buffer, CPU

� Error Mitigation choices
•Buffer: ECC, covers >99% errors

•CPU: Difficult

• Supplementary hardware FSM error detection

• Software error check & handling

• Improved Watchdog protocol

• Reduce reset time

• Propagate SER recommendations and constraints to 
hardware and software engineers
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Updated SER Assessment after Protection

Block Raw SER TDR LDR FDR ECC MBU % SER DT

CPU.PACKET.ADDR 800 40% 80% 90% No 220 0,219726563

100 10% 40% 80% No 15 0,015258789

CPU.PACKET.DATA 800 40% 80% 90% No 22 2,19727E-05

100 10% 40% 80% No 2 1,52588E-06

CPU.CTRL 800 90% 70% 90% No 108 27,03666687

100 10% 40% 80% No 3 0,305175781

CPU.L1 800 100% 100% 100% No 250 0,25

CPU.L2 600 100% 100% 80% Yes 3% 24 0,000024

SystemRAM 1000 100% 100% 25% Yes 1% 160 0,00016

SystemROM 0,000001 100% 100% 50% No 0 0,0576

IOInterface 300 80% 80% 20% No 73 0,007324219

50 5% 40% 80% No 8 0,000762939

Buffer 1000 100% 100% 25% No 1% 160 1,6

Total 1045 29,49

SER ��� �
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SER Evaluation: A Growing and Rewarding Activity


